Security & Compliance One-pager MKdigital - IT & Al services

We offer Swiss data security combined with international engineering — transparent, com-
pliant, and cost-efficient.

Data Security & Compliance

Data Residency

+ Cloud services hosted in Swiss or EU regions (e.g., Azure Switzerland)
* File sharing through OneDrive with Swiss data residency guaranteed

Communication

+ E-mail with TLS encryption
» Messaging with end-to-end encryption, GDPR- and revDSG-compliant where required

Access Model

* Least-Privilege, Zero Trust
» Separation of Production/Non-Production environments
» Multi-Factor Authentication (MFA)

Legal & Contracts

ISO-27001-oriented processes

Customer-driven audits

» Data Processing Agreement (DPA), Standard Contractual Clauses (Swiss version), Non-
Disclosure Agreement (NDA)

» Transparency regarding sub-processors

Code Security & Access

Repositories
* GitHub Enterprise / Azure DevOps

Access Control
* MFA, Role-Based Access Control (RBAC), Least-Privilege
» Branch protection

Reviews
* Pull requests with four-eyes principle

Audit
« Commit and access logs

Offshore Access (Controlled)

+ Granted only with explicit customer approval and limited in duration
» Restricted to feature branches, no write access to main branch
Contracts: NDA, DPA, IP rights remain with the customer, all access logged

Incident Response

Incident handling process with P1 response time
* Reporting of data protection incidents within 24 hours
* Root Cause Analysis within 5 days, including prevention plan



